Department of Public Safety and Correctional Services

Information Technology & Communications Division


MARYLAND dEPARTMENT OF PUBLIC SAFETY AND CORRECTIONAL SERVICES
Criminal Justice Information Systems
NLS/APPLICANT

 private provider information DOCUMENT


[image: image1.png]



Produced by

Information Technology and Communication Division

Pikesville MD 21282

DRAFT: 082007
Release 1.0

TABLE OF CONTENTS

1.0 Introduction…………………………………………………………..page 3

2.0 Purpose……………………………………………………………….page 3

3.0 Goals and Objectives………………………………………………page 3

4.0 Requirements………………………………………………………..page 4

5.0 Subcontracting and Joint Ventures are Allowed……………..page 7

6.0 NLS Applicant Interface Document……………………………..page 7

 seq Level3 \r  0 \h 

 seq Level2 \r  0 \h 
1.0  seq Level3 \r  0 \h 

 seq Level2 \r  0 \h INTRODUCTION
The Maryland Department of Public Safety (DPSCS), Information Technology and Communications Divisions (ITCD) by and through its Criminal Justice Information System- Central Repository (CJIS-CR) is responsible for providing automated management information services and criminal history record information (CHRI) to criminal justice agencies as well as non-criminal justice agencies.  These services include the design, programming, operation, and maintenance of a variety of criminal justice related systems throughout the State of Maryland, as well as the performance of State and national criminal history record checks for non-criminal justice purposes.  ITCD implements DPSCS’ information technology vision, standards, architecture, and planning processing as well as providing internal data, information, and communication services.
Individuals may have a need for livescan fingerprinting services and demographic data collection for requests for CHRI background checks for non-criminal justice purposes. DPSCS by and through CJIS-CR, in its capacity as the State Central Repository, has the authority to provide CHRI, pursuant to CPA §10-221, Annotated Code of Maryland and be paid for its expenses.  CJIS may authorize a private provider to perform fingerprinting services and demographic data collection for a request for a criminal history records check for non-criminal justice purposes pursuant to the Code of Maryland Regulations (COMAR) 12.15.05.
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The purpose of this document is to provide detailed specifications and standards for the electronic submission of applicant fingerprint cards to the MAFIS 

(Maryland Automated Fingerprinting Identification System). All electronic submissions to DPSCS/ITCD must conform to the following standards and specifications. Applicant fingerprint submissions must be processed by MAFIS at the CJIS-CR prior to submission to the Federal Bureau of Investigation (FBI). These standards and specifications contain the information required by MAFIS and the FBI. The CJIS-CR will submit all records which meet FBI requirements to the FBI.
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The goal is to have an agreement wherein private providers will be responsible for installing and operating remote Livescan devices which will be used solely for submitting applicant fingerprinting images and other demographic data to CJIS-CR for the purposes of performing a CHRI check for non-criminal justice purposes. 
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To be considered for certification to perform fingerprinting services and demographic data collection for requests for criminal history records checks for non-criminal justice purposes on behalf of the CJIS-CR, private providers are required to be compliant with the following requirements. For each requirement, the Private Provider should be able to demonstrate compliance. 
Exceptions: Should an applicant want to be considered for certification but is unable to meet a specific requirement the applicant must provide a clear explanation and justify why they are unable to meet the requirement. DPSCS/ITCD will consider exceptions. However, it is at the sole discretion of DPSCS/ITCD to determine the extent to which the following requirements are material for acceptance and approval or the extent to which failure to meet these requirements may disqualify an applicant. DPSCS/ITCD is under no obligation to grant any exceptions. No exceptions will be granted for any provision specifically required by COMAR 12.15.05
Upon completion of the certification criteria, selected agencies, or private providers will be expected to enter into an agreement with DPSCS/ITCD for the submission of electronic applicant fingerprint records to the MAFIS. The approved entity must abide by the terms and conditions as specified by DPSCS/ITCD and CJIS-CR.

Requirements 
	1. The private provider must use one of the approved Livescan devices certified for applicant submissions. The fingerprint image and demographic data must meet all State and FBI certification and transmission standards as indicated in the Network Livescan (NLS) Applicant Interface Document. All fingerprints must be submitted in the form and manner required by the CJIS-CR, including the electronic transfer of fingerprint and non-fingerprint data to the MAFIS system.

2. The private provider must have the ability to schedule fingerprinting services within three calendar days of a request.  The private provider must have the ability to implement a scheduling system to provide Livescan services to a geographically diverse clientele and scheduling system to meet fingerprinting needs.

	

	3. The private provider must have the ability to provide a single contact point for all scheduling and customer inquiry issues, using an 800-telephone number.


	4. The private provider must possess necessary equipment and ability to capture fingerprints (10 rolled impressions and 10 slap impressions) and demographic information of all applicants. Prior to being fingerprinted, all applicants will be required to present current valid government issued photo identification for verification. The private provider will screen all subjects asking appropriate questions at the time of fingerprinting to ensure they are fingerprinted for the purpose intended.


	5. The private provider must possess necessary equipment and ability to provide fingerprinting images that meet the State and federal standards using Livescan equipment certified by the state and the FBI. DPSCS and/or any other state agencies are under no obligation to provide additional equipment. 


	6. The private provider must possess necessary equipment and ability to transmit fingerprint and demographic data for processing to MAFIS. The provider will transmit a National Institute of Standards and Technology (NIST) record for processing to the CJIS identification systems via a secured network connection. The selected private provider will pay for the cost of any circuits and all associated telecommunications equipment. The private provider is responsible for taking appropriate action to ensure that each Livescan transmission is sent to MAFIS successfully and passes all Livescan edits, conforming to the most recent Maryland Electronics Fingerprint Submission Specifications as stated in the Technical Interface Document. 
7. The private provider must provide a receipt approved by the CJIS as evidence of successful completion of the fingerprinting for all individual fingerprinted. 
8.  The private provider will retransmit the Livescan transmission as necessary if the initial submission was unsuccessful. In cases when the retransmission is unsuccessful, the private provider is responsible for arranging to have the applicant reprinted at no additional cost to the customer or the State.


	9. The private provider must have the ability to maintain all Livescan transmissions immediately following the transmission to MAFIS.


	10. The private provider will ensure that Livescan equipment is properly maintained and receives routine preventive maintenance.


	11. The private provider agrees to have all employees performing or supervising fingerprinting services and demographic data collection for requests for CHRI checks for non-criminal justice purposes participate in the CJIS-CR fingerprinting certification class.


	12. The private provider must be able to provide an electronic file to CJIS-CR each day of all applicants fingerprinted the previous day. The file must contain the name, the site at which the applicant was fingerprinted, the date fingerprinted, the Process Control Number (PCN), the Originating Agency Identifier (ORI) and the tracking number for whom the applicant was fingerprinted. The private provider may be required to provide additional data in an electronic format based upon the needs of the State or CJIS-CR, as specified in the Private Provider Agreement between DPSCS and the private provider. 


	13. The private provider must agree that communications, facility, and any other expenses from non-state facilities will be the responsibility of the private provider. 


	14. The private provider must possess necessary equipment and ability to transmit employee Applicant fingerprints for State and FBI Identification processing. The private provider will transmit all records listed in the Applicant Reasons Fingerprinted matrix, including licensing applicant/child care facility employee fingerprints for MAFIS processing only and send a text file to CJIS-CR containing PCNs, Social Security Numbers and the names of licensing applicant/employees that were fingerprinted and transmitted to DPSCS for background checks.


	15. The private provider must determine if an applicant should be reprinted. If so, the private provider must not schedule a fingerprinting session, unless the person has a reprint request from the agency or the applicant. The reprint request must include the transaction control number (TCN) number provided by the FBI to be used during the resubmission of the application. This is to ensure the second record submission is connected to the original submission.
16. The private provider should ensure that each location for fingerprinting should be American Disabilities Act (ADA) compliant.
17. The private providers must be able to assist non-English speaking customers.

18. The private provider agrees to a less than 2 percent overall rejection rate of applications by CJIS-CR and the FBI.

19. The private provider must have the ability to handle revenue collections. The private provider will be billed for each record check submitted to CJIS

20. The private provider shall have a surety bond of $10,000.

21. The private provider will provide documents that demonstrate that the provider has been providing fingerprint services and demographic data collections for at least five (5) years.

22. The private provider must include three (3) references, demonstrating their current ability to provide an acceptable level of customer service in the business of fingerprinting.
23. The private provider agrees to attend any future training programs to insure proficiency in the use of Livescan equipment.
24. The private provider agrees to demonstrate their abilities to perform fingerprinting services and demographic data collection for a request for a criminal history records check for non-criminal justice purposes CJIS-CR, via a site visit prior to going live with the collection of fingerprints.

25. The private provider agrees to any and all auditing requirements by CJIS-CR and the FBI.

26. The private provider agrees to a financial agreement plan developed by DPSCS for payment handling per the Private Provider Agreement.
27. The private provider may develop and is encouraged to develop the capability to provide fingerprinting services at offsite locations specified by a requestor, when a group of applicants/employees need to be fingerprinted at one time and it would be more convenient for the provider to go the requestors site. State agencies that request onsite printing will provide a location and suitable state facilities as locations to perform the fingerprinting.
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Fingerprint based background checks of all persons actively working or supervising in the performance of this contract shall be completed by the CJIS-CR as defined in the state regulations.  (12.15.05.08) 
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The State intends to contract with one entity per contract and that entity shall be contractually responsible for performance. However, if the entity is a joint venture, one of the parties to the joint venture must take full contractual responsibility for performance under the contract. 

7.0 NLS Applicant Interface Document
The NLS Applicant Interface Document provides the detail Application Program Interface (API) for various Private providers approved to sell or connect Livescan workstations for transmission of fingerprint images and demographic data to the State Fingerprint Data Router (FDR).
Any Livescan that does not meet the application design, configuration or data requirement is not acceptable for record transmission to the State Fingerprint Identification System. CJIS-CR reserves the right to deny records transmission from non-approved Livescan devices when it is in the best interest of the agency to do so and without notice to the private provider or contractor.
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