ATTACHMENT A

DPSCS Network Connection Terms and Conditions for Third Party Networks

Access between a third party network and the Maryland Department of Public Safety and Correctional Services (DPSCS) network will be granted for lawful purposes only, limited to the scope of the service that is being provided to DPSCS.  
Individuals from third party networks shall not transmit, retransmit, or store material or data that is the property of DPSCS.


Specifically prohibited acts by employees of third party networks include:

     1.  Unauthorized access to or use of a computer, data or software.
     2.  Unauthorized copying or disclosure of data or software.

     3.  Obtaining unauthorized confidential information.

     4.  Unauthorized modification or altering of data or software.

     5.  Unauthorized introduction of false information (public records).

     6.  Unauthorized disruption or interruption of the operation of a computer.

     7.  Unauthorized disruption of government operations or public services.

     8.  Unauthorized denial of services to authorized users.

     9.  Unauthorized taking or destroying data or software.

    10.  Unauthorized creating/altering a financial instrument or fund transfer.

    11.  Unauthorized misusing or disclosing passwords.

    12.  Unauthorized breaching a computer security system.

    13.  Unauthorized damaging, altering, taking or destroying computer equipment or supplies.

14. Unauthorized devising or executing a scheme to defraud.
15. Unauthorized obtaining or controlling money, property, or services by false pretenses.
16. Unauthorized disclosing of any info regarding the DPSCS network such as IP addressing, design, etc.

Any hardware or software operated by a third party network that DPSCS determines may cause hazard, interference, or service interruption to DPSCS equipment, computers, or the DPSCS network must be immediately removed upon notification by DPSCS.  Written notification can be provided after the equipment has been removed from the DPSCS network explaining why this action was taken.  This equipment will only be reconnected after corrective action is taken and DPSCS has determined that the threat has been minimized or eliminated.

All authorized users during the term of their access and thereafter, shall hold in strictest confidence and not willfully disclose to any person, firm or corporation without the express authorization of the DPSCS Chief Information Officer, any information related to security, operations, techniques, procedures or any other security matters.  Any breach of security will be promptly reported to the DPSCS Chief Information Security Officer, designee or security officer.

Approved as to form and legal sufficiency.

_____________________________


______________________

Stuart M. Nathan




Date

Principal Counsel

Maryland Department of Public Safety 

And Correctional Services
I acknowledge that I have read, understand and agree to comply with the above terms and conditions.

 

_______________________________

__________________________________

Name Printed or typed


Signature

________________________________

________________
Name of Company




Date

_______________________________


___________________

Ronald C. Brothers




Date

Chief Information Officer

Maryland Department of Public Safety

And Correctional Services
PAGE  
1

